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1. Identify what needs protection
The first step in protecting Hyper-V virtual machines is to 
determine and rank the criticality of the systems. The two pri-
mary methods of measuring criticality relate how much data 
you can afford to lose, called the Recovery Point Objective 
(RPO),  and how quickly the application must be recovered, 
the Recovery Time Objective (RTO). Using these two primary 
measures will help you understand your cost of downtime, 
help define a budget and determine the technology that 
meets your needs within your budget. Read the Determining 
RPO and RTO Quick Guide.

2. Determine if native backup is 
enough
Next, you’ll need to determine if Microsoft’s native backup 
provides enough protection for your RPO and RTO thresh-
olds. Backing up virtual machine disk files from the host 
presents challenges that do not allow a simple file-based 
backup process to preserve the data consistency of the virtual 
system. Point-in-time host-based backup of running virtual 
machines and their applications can be performed with the 
Microsoft VSS feature and a VSS-aware backup application. 
However, many operating systems do not have access to 
Hyper-V integration component software and cannot partici-
pate in the native backup process, so alternative solutions are 
required. Even for those that can participate, native backup 
may not be enough to protect production systems because of 
the long RPO inherent with backup technologies. 

Microsoft® Windows Server 2008 Failover Cluster features 
can create high-availability, geographically dispersed cluster-
ing for Hyper-V virtual machines. However, these solutions 
require third-party software and/or hardware support 
to facilitate the virtual machine configuration and disk 
replication process between sites. This further increases the 
management requirements for failover cluster protection of 
virtual machines using Quick Migration. Take care to fully 

evaluate the scalability claims made by replication technology 
vendors to ensure your systems are adequately protected 
under actual production performance loads.

3. Providing real-time protection
If you’ve determined that native backup isn’t enough, 
real-time protection is required to provide instant protection 
and recoverability for Hyper-V virtual machines. Double-Take® 
Availability integrates with the Windows 2008 host operating 
system and protects Hyper-V virtual machines, VHD files and 
configurations settings in real time. Double-Take Availability 
replicates changes to the virtual machine as soon as they 
occur, which provides a complete protection solution for 
your production machines. If a virtual machine fails it can be 
restarted on the target Hyper-V host and continue processing 
as normal without having to wait hours, as is required when 
restoring from a backup. RTO of Double-Take Availability 
protected virtual machines are measured in minutes, or about 
as fast as the virtual machine can boot.

Double-Take Availability automatically discovers each virtual 
machine and its associated system resources. Once virtual 
machines are discovered and cataloged, you can select each 
individual virtual machine that you would like to protect and 
the target location to which you would like to replicate. The 
replica location is another server running Hyper-V that can 
be physically located in the same data center or in an off-site 
location for geographic redundancy. Double-Take Availability 
doesn’t require a SAN to provide virtual machine recoverabil-
ity services, eliminating. storage as a single-point of failure in 
other Hyper-V protection solutions and lets you mix storage 
of different types of vendors to meet your recoverability 
objectives. 

Protecting Hyper-V
Moving resources to Hyper-V virtual platforms allows IT departments to better utilize 
resources, but consolidating systems increases the concern for system outages caused by 
application, OS, hardware, storage or site failures. In this guide, five things you need to 
know about protecting your Hyper-V servers.   



Protecting Hyper-V
4. Providing high availability and disaster recovery for Hyper-V
Double-Take Availability installs on your existing Hyper-V systems without any significant impact to their operation. After discovery, 
you can map the virtual machines that you want to protect with the target Hyper-V server and configure automatic failover to 
immediately transfer virtual machine services to the target server. When you’re ready to grow your Hyper-V infrastructure, you can 
add nodes to your existing Double-Take Availability protection architecture, providing  maximum return on your investment without 
requiring additional hardware and training.

Using Double-Take Availability to provide off-site disaster recovery of your virtual machines is similar to the high availability archi-
tecture. Disaster recovery solutions typically span geographic regions and wide area networks and almost always require traversing 
IP subnets. While there are methods for stretching or re-configuring your network after a failover, it is usually a complex and error- 
prone process. While Double-Take Availability can certainly work within those network environments, it provides other methods that 
are less complicated and less error prone. 

Expectations for disaster recovery solutions should always be different from high availability even though they may look similar on 
paper. The RTO and RPO for disaster recovery solutions are typically measured in longer intervals (minutes) and it’s not uncommon 
for less critical workload RPO/RTO measurement to be hours or days. Using Double-Take Availability gives you numerous options 
that you can match to business requirements. You can even share resources between more than two sites to create chained or 
meshed distributed recovery architectures to gain maximum value.
When a failure is detected, you are notified through standard network monitoring tools such as Performance Monitor, Event Log, 
WMI, SNMP and email, allowing you to determine what the problem is and whether a failover is necessary. Once you decide that 
a failover is necessary, the Double-Take Availability manual failover process requires a single click. You can also choose to failover 
individual machines for failure and migration scenarios when you don’t want to recover the entire Hyper-V host.

5. Providing remote office recoverability for Hyper-V
Another popular architecture provides remote office recoverability for Hyper-V virtual machines from a centralized location. This 
architecture works fundamentally like the Double-Take Availability disaster recovery architecture since it spans wide area networks. 
The primary difference is in the business expectation for failure rates. This lets you over-subscribe your disaster recovery plans for 
remote sites since most geographically distributed remote office networks are far enough apart that a geographic disturbance won’t 
affect them all simultaneously. Thus, you can further reduce your total cost of ownership by centrally provisioning enough hardware 
capacity to handle failover of one or two of your remote sites.
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